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CJP LEAP WEBINAR AGENDA

• CJP Organizational Health Survey

• Cybersecurity in the Non-Profit Space

• CJP's Communal Cybersecurity Program

• Organization Testimonials

• Guest Speaker

• How to Get Started

• Q & A
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CJP’S 
ORGANIZATIONAL 
HEALTH SURVEY

• Annual survey to gauge the organizational health 
of our affiliated organizations.

• Now contains several cybersecurity questions
• Use of Multi-Factor Authentication (MFA)
• Cyber Insurance
• Incident Response Plan
• Cyber Maturity Assessment
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70% of 
organizations 

surveyed do not 
have an 

incident response 
plan

95% of 
organizations have 
implemented Multi-

Factor 
Authentication with 
their online banking

62% of the 
organizations 

surveyed have not 
had a cybersecurity 
assessment in the 

last 2 years”

51% of surveyed 
organizations do not 

currently have an 
active Cybersecurity 

Insurance policy

WHAT DOES CYBERSECURITY IN JEWISH-BOSTON LOOK LIKE?

44% have MFA

Benchmarked to other nonprofits: 

70% have not had a 
single cyber assessment 

80% do not have 
a policy 

68% do not have 
an IR Plan

4References: “State of Nonprofit Cybersecurity”, NTEN Report (Robert Hulshof-Schmidt), “Optimism Amid Uncertainty”, Cohn Reznick, “2021 Data Breach Investigations Report”, Verizon

Presenter Notes
Presentation Notes
Industry standard statistics:
- 56% of nonprofits don’t require multi-factor authentication (MFA) to log into online accounts.
- More than 70% of nonprofits have not run even one vulnerability assessment to evaluate their potential risk exposure.
- Only 20% of nonprofits have a policy in place to address cyberattacks.




Other statistics:

- “Only 26% of nonprofits actively monitor their network environments”

- "FBI estimates that Cyber attacks accounted for $1.87 billion in losses in 2020”

- “86% of cyber attacks in 2021 were financially motivated ”

- “94% of cyber attacks are carried out by directed phishing emails”




WHAT’S THE WORST THAT CAN HAPPEN?

Both Cyber and Physical security 

can impact organizational health. 

Organizations could face:

- Financial Loss

- Reputational Damage

- Operational Disruption

- Future Viability

Threat actors will try anything 

they can to get your 

information or money. 

This may include:

- Phishing Campaigns

- Fraudulent Requests

- Ransomware

- And more!
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HOW CAN YOU PROTECT YOUR ORGANIZATION?

• Make cybersecurity an organizational priority

• Conduct a cyber assessment of your controls with a third-party audit

• Create and document a cybersecurity program and roadmap

• Leverage CJP’s Communal Cybersecurity Program (CCP)
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CYBERSECURITY IS AN ONGOING PROCESS

7

Presenter Notes
Presentation Notes
Assess: 
	- “CJP will have an introductory discussion with you to see where our services can be most helpful to your organization."

Address:
	- “Our team will assist you on addressing the associated risks and needs your organization is currently facing.”

Expand:
	- “CJP can help in acquiring more advanced Cybersecurity services once your immediate risks have been addressed.”
“




WHAT DOES THE COMMUNAL CYBERSECURITY PROGRAM PROCESS LOOK 
LIKE?

Assess

o CJP will have an 
introductory 
discussion with you 
to see where our 
services can be 
most helpful to your 
organization.

Address

o Our team will 
assist you on 
addressing the 
associated risks 
and needs your 
organization is 
currently facing.

Expand

o CJP can help in 
accessing more 
advanced 
Cybersecurity 
services once your 
immediate risks 
have been 
addressed.
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Presenter Notes
Presentation Notes
Assess:
- This conversation will go be an informal meeting going over policy and processes, current infrastructure, training, and more.

Address:
-CJP can provide assistive funding on remediating these risks through projects that may include a Cybersecurity Risk Assessment, Advanced Training Subscriptions, etc. 

Expand:
-Once you have addressed the most immediate risks affecting your organization’s data, 






HOW CAN CJP HELP?

Cybersecurity Project 
Funding Assistance

o Assistance in funding for 
projects such as

o Cybersecurity Risk 
Assessments & other 
services such as 
training subscriptions!

Cybersecurity Policy 
Templates

o Critical documents that 
serve as a focal points for 
all business operations

o Can be molded to fit any 
organization, small and 
large!

Free InteProIQ Cyber-
Awareness Training

o Provides staff & lay leaders 
with a foundation of 
knowledge to build upon

o Topics include:
o Social Engineering
o Phishing Emails
o And More!

Your partner to greater cybersecurity resilience 9

Presenter Notes
Presentation Notes
Cybersecurity Project Funding Assistance:
Can include Vulnerability scans, training subscriptions,  infrastructure assistance, etc. 

Free Cybersecurity Awareness Training 
- Self-Paced Learning Modules
- Ability to track user progress

Cybersecurity Policy Templates
- Can be molded to fit any organization, small and large!
Acceptable Use Policy
Written Information Security Program (WISP)
Cybersecurity Incident Response Plan





COMMUNAL CYBERSECURITY PROGRAM PILOT 2021-22 

Boston Day School LOCAL JCC

Background • Start to Finish: 2.5 Months

• CJP recommended a vendor specialized to 

work in school systems to conduct the 

assessment 

• Interview & discussion Cyber Risk 

Assessment completed fully remotely

• Start to Finish: 1 Month

• CJP coordinated a vendor to perform a 

Cybersecurity Risk Assessment

• CJP provided funding for the assessment 

to help with accessibility

Outcomes & 
Remediation

Sample of the recommendations included: 

• Documented Cybersecurity Policies

• Incident Response Planning

• Consistent Endpoint Security

Sample of the recommendations included: 

• Update and add new policies

• Add routine Cybersecurity Awareness 

Training for all staff

• Enable MFA organization-wide
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EXPERIENCES ONE OF OUR COMMUNITY ORGANIZATIONS

Jewish Family Service of 
MetroWest

Start to Finish: 2 Months

Fully remote CJP-Funded Cybersecurity Risk Assessment

Joint review with CJP Security team

Background:

Outcomes & 
Remediation:

Sample of the recommendations Included:

New policies outlining security

Information Security Awareness Training

Backup & Recovery Improvements
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CALL TO ACTION

Visit: 
Organizational 
Health 
Resources 

Org Health 
Resources 

Visit: 
Resources for 
Partner 
Organizations 

Resources for 
Partner Orgs

Visit:

Communal 
Cybersecurity 
Program 
Webpage

CCP Website

Contact Us:

Email:
cjpcybersecurity@cjp.org
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https://www.cjp.org/organizational-health-resources
https://www.cjp.org/resources-for-partner-organizations
https://www.cjp.org/our-work/cjp-communal-security-initiative/cybersecurity
mailto:cjpcybersecurity@cjp.org


CJP’S COMMUNAL CYBERSECURITY PROGRAM
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Contact Us:  cjpcybersecurity@cjp.org
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